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avast! antivirus 5.0 represents the start of a new era of virus protection for Alwil
Software. avast! Free Antivirus is designed for Home users, while for small/home
offices and small businesses, we offer avast! Pro antivirus or avast! Internet
Security. For larger users and businesses, we recommend our centrally managed
products, also available from the avast! website.

Based on the award-winning avast! antivirus engine, avast! Free Antivirus
incorporates anti-spyware technology, certified by West Coast Lab’s Checkmark
process, as well as anti-rootkit and strong self-protection capabilities, but now
provides even faster scanning with improved detection ability. Version 5.0 now also
comes with a completely redesigned user interface for easier scanning.

Like all avast! antivirus 5.0 products, avast! Free Antivirus 5.0 is based on several
real-time shields which continuously monitor your email and internet connections and
check the files on your computer whenever they are opened or closed. Once installed,
avast! runs silently in the background to protect your computer against all forms of
known malware. If everything is ok, you won't even notice that avast! is running -
just install and forget!

This Quick Start Guide is intended to give just a brief overview of the program and its
main features. It is not an exhaustive user guide. For more detailed information about
the program and the detailed program settings, please refer to the Help Center which
can be accessed via the program interface, or just press the F1 key to see the help
for the currently displayed screen.

If you experience any difficulties with your avast! antivirus program, which you are
unable to resolve after reading this manual or the in-program help, you may find the
answer in the Support Center of our website at

In the section you can quickly find answers to some of the
most frequently asked questions

Alternatively, you can take advantage of the avast! Support Forums. Here

you can interact with other users of avast! who may have experienced the
same problem and may already have discovered the solution. You will need
to register to use the forum but this is a very quick and simple process. To
register to use the forum, go to

If you are still unable to resolve your query, you can ” " to our support
team. Again, you will need to register to do this and when writing to us, please make
sure to include as much information as possible.


http://support.avast.com/
http://support.avast.com/index.php?_m=knowledgebase&_a=view
http://forum.avast.com/
http://support.avast.com/
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The following pages describe how to download and install avast! Free Antivirus 5.0
on your computer and how to start using the program once the download and
installation process has been completed. The screens shown in the following pages
are as they appear in Windows XP and may differ slightly in other versions of
Windows.

In order to run avast! Free Antivirus 5.0, it is necessary to have Windows 2000 or
later installed on your computer and at least 100MB of free hard disk space.

Please note that this product cannot be installed on a server operating system
(Windows NT/2000/2003 Servers).

It is strongly recommended that all other Windows programs are closed before
beginning the download.

Click on “Download” then “Download programs” and then select avast! Free Antivirus.

If you are using Internet Explorer as your web browser, the box shown below will
then be presented:

File Download - Security Warning @

Do you want to run or save this file?

j Name: setup_av_free.exe
Type: Application, 35.5 MB

From: download813.avast.com

[ Bun J[ Save J [ Cancel |

potentially harm your computer. |f you do not trust the source, do not

@ While files from the Intemet can be useful, this file type can
1un or save this software. What's the risk?

Clicking either “Run” or “Save” will start the download of the installation file to your
computer.

If you want avast! Free Antivirus 5.0 to be installed on your computer immediately
after the installation file has been downloaded, click “Run”.

In other web browsers, you may only have the option to “Save” the file. Clicking
“Save” will download the software to your computer but avast! will not be installed
at this time. To complete the installation process it will be necessary to run the
installation file so remember where it has been saved!


http://www.avast.com/
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To install avast! Free Antivirus 5.0 on your computer, you need to run the installation
file. When you run the installation file (by clicking “Run” as described above, or by

double clicking the file saved on your computer) the following screen will then be
displayed:

Internet Explorer - Security Warning [E|

Do you want to run this software?
Mame; avast! antivirus
Publisher: ALWIL Software

[¥] tare optians Run | |[_pontRun |

sirhile files From the Internet can be useful, this file type can patentially harm
your computer. Only run software Fram publishers you brust, What's the risk?

Clicking “Run” again will take you to the avast! Installation screen:

A avast! Free Antivirus Setup

avast! Installation

Please select the language for thiz installation.

From the drop-down menu, select the required language for the installation, then click
Next to continue.

On the next screen, you can confirm whether or not you wish to participate in the
avast! community.
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The great strength of avast! is that the protection it provides is based on the
combined experience of over 100 million users around the world. Please help us to
continue to provide the best possible protection to all our users by participating in
the avast! community.

If you agree to participate, avast! will automatically collect information about new
threats as soon they are detected and send the information anonymously to Alwil
Software.

The only information collected will be information about new viruses and files that
show some kind of suspicious behavior. The information gathered will be analyzed
and may be used to improve the protection that avast! provides to all avast! users
around the globe.

All information will be sent to Alwil Software anonymously - no personal information
will be collected. If you do not wish to participate, simply uncheck the box and no
information will be sent.

For more information, please read the avast! privacy policy by clicking on the link
provided on the screen.

A avastl Free Antivirus Setup

avast! Installation

Thank wou for choosing avastl.

This program will install avast! on your computer. The installation will take
just & minute or bwo.

By clicking the Mext button, you agree to the
Uszer License Agreement

Installation options

Participate in the avast! community

By enabling thiz option, pou are giving your consent ta
anonymouzly forward certain security-related information to
avast! [on an az-needed basis).

Privacy policy

E
@
=
[0
S
e

[ Custom installation

On this screen you can also choose to customize your installation, however, to
proceed with the standard installation (recommended) leave this box unchecked and
click Next.
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If you don’t already have the Google Chrome web browser installed on your computer
the last screen before the installation is finished will ask you whether or not you
would like to install Google Chrome at the same time as installing avast!

4 avast! Free Antivirus Setup
avast! recommends

@ Install Google Chrome, a fast. free web browser

- Faster access to your favorite sites
- Easier searches with Google built into the address bar

€

€ C v wwv.google.com

Google avast! Antivirus YouTube

o= —'— e T

OiYes, ako instal the Google Chrome web browser
By inztaling Google Chrome, you agree to its Tems of Usze and Privacy Policy

() No, do nat install the Google Chrome web browser

avast! recommends installing Google Chrome as it has a number of features that
perfectly complement avast! antivirus, and is also completely free. Google Chrome is
a very clean and simple web browser that loads web pages and runs web applications
very quickly and is therefore the ideal browser to use alongside avast! antivirus, to
make your web browsing as safe and enjoyable as possible.

Installing Google Chrome is completely optional, so you don’t have to install it if you
prefer to use another web browser. Just click either “Yes” or “No’ to indicate whether
or not you want Google Chrome to be installed, then click “Next”.

The final screen should confirm that your installation of avast! has been successfully
completed.

s )
o

Click “Finish” and you should see the above orange avast! icon on your desktop and
the orange avast! ball in your system tray (close to the clock) €V

Finally, while avast! Free antivirus is completely free to use, you will need to register
your use of the product within 30 days. This will ensure that you continue to receive
the latest updates to your virus definitions so that you continue to be protected
against the latest viruses and other malware threats. Registration is a very quick and
simple process and is described in the next section.
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If you are using avast! on a computer with an internet connection, you can register
your use of avast! Free antivirus by clicking on the “Maintenance” tab on the left side
of the screen, then on “Registration”. This screen will show you the current status of
your registration and if the status is “not yet registered”, you can register by clicking
on “Register Now”.

A new window will open where you will need to enter a few basic details - see
below.

ee }tﬁnvast! FREE ANTIVIRL
X D HELP CENTER 9, SETTINGS

,{(invnst! avast! Free Antivirus Registration

Registration Form

© sy
User details

°
@\ SCAN COMPUTER
) CURRE| Title

v REAL-TIME SHIELDS Name *

E-mail *
Registr: (4]
Qo oLy - Please select - v
Update Date
Registration Age — Please select— ¥

Virus Chest

- Please select— ¥

MAINTENANCE

o Computer ability ([ Pleaseselect oY

Upgrad Please let us know ~

Why did you choose avast?
Ifyou

dlickin

--- Please select --- v fense file you have received by

Did you already have antivirus or intemet oo x

security software on this computer? =

these details are required P
Offline (4]

Alterni I you receive your new license key,
you qg\ a computer with no Internet access.

Once you have completed the registration screen, just click on “Register for free
license” and your registration will be completed automatically.

If you are using avast! on a computer that is not currently connected to the internet,
you can register on another computer by completing our online registration form.
From the registration screen, simply click on “Registration form”. After entering your
registration details, an email containing your license key will be sent to the email
address that you entered. When you receive the email, follow the instructions to copy
the license key, then open the avast! registration screen and click on “Insert the
license key”. In the new window that opens make sure the full license key is entered
and that it exactly matches the license key that was sent in the email.

You can now continue to use the program, and will continue to receive updates for a
further 12 months to ensure you remain protected against the latest threats.

You will need to re-register each 12 months, but before then, you will see a message
on the main summary screen informing you that your registration is due to expire. All
you need to do is re-register and your protection will be renewed for another 12
months.
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When you open the program’s main window, it will tell you the current security status
of your computer. Normally, the window should appear as shown below.

D HELP CENTER | | SETTINGS

W SUMMARY
) SECURED

Wy ur system is fully protects
Current status S —

Statistics

o@\ SCAN COMPUTER Program awaiting registration, please register.

v REAL-TIME SHIELDS
oxo MAINTENANCE

Your protection against viruses and spyware will expire in 30 days
You need to regists ragram to stay protected.

( ) Register now

) SILENT/GAMING MODE: OFF Tum on

ill disp 1 message: ups/alerts and play sounds as needed. However, not ill
be displayed if a full-screen application is runnin Change settings

Get complete protection with avast! Internet Security
For on-line shopping and banking, upgrade to the complete protection of avast! Internet Security.
) + Blocks hacker attacks to protect your identity

« Lets you safely browse suspicious websites or applications
+ Helps you keep your mailbox free from spam and fraudulent messages

Upgrade to avast! Internet Security

By clicking on “Show details” you can reveal more information about the current
status of the program and virus definitions.

As the name suggests, the real-time shields protect your computer against threats in
real time i.e. at the moment they are detected, so normally this should be “On”. If any
of the shields are turned off, the status will be shown as "Off”. To turn them back on
again, click “Turn On”.

This tells you the current version of your virus definitions. These are updated
automatically by default, however to check that you have the latest virus definitions,
click “Update” and then you can choose whether to update just the engine and virus
definitions, or the program as well.

This tells you the current version of your program. To ensure you have all the latest
updates, click on “Update”

Normally this should be “On”. This will ensure that your virus definitions are updated

automatically whenever you are connected to the internet. To turn this feature on or

Off, click “Change”. It is recommended that the engine and definitions option is set to
“automatic update”.
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If the main window appears as shown below, it means that your virus definitions may
not be up to date or one or more of your real-time shields may be turned off. You can
solve this by clicking on “Fix Now".

g
»

D HeELPCENTER | | SETTINGS

a
W SUMMARY
ARIBIBF  voursisten is not fully protected FIX NOwW
Current Status Please use the Fix llow button to start fully protecting your system
Statistics
° Real-time shields o off Tum on
@\ SCAN COMPUTER
o Definitions auto updates: &
Virus definitions version V]
REALTIME SHIELDS.
Program version: (7}
Expiration date: V]
ogo MAINTENANCE
Program awaiting registration, please register.
Your protection against viruses and spyware will expire in 30 days.
You need to register the program to stay protected.
( ) Register now
J SILENT/GAMING MODE: OFF Tum on
avastl will display on-scr 1ts and play sounds as needed. However, nothin
ill e displayed if a ful Change settings
Urgent: Mail Shield off (2]
avast! has detected that your Mail Shield s turned aff. To ensure your email is protected, tum on the Mail
Shield now. UL
v

“Unsecured” means all of your real-time shields are turned off. Use the “Fix Now”
button to turn them all on so that your computer is fully protected, or use the arrows
down the right side of the screen to turn on each of the shields individually.

D HeELP CENTER | R SETTNGS

Py
W) SUMMARY UNSECURED
not protected FIX NOW
Current status - e use the Fix Now buttan to start protecting your sstem i
Statistics
° Real-time shields: © ot Tum on
@\ SCAN COMPUTER E
° Definitions auto updates: G on 3
Virus definitions version: 9
REAL-TIME SHIELDS
Program version: @ 50301
Expiration date: ]
oxo MAINTENANCE
Program awaiting registration, please register.
Your protection against viruses and spyware will expire in 30 days.
You need to register the program to stay protected.
( ) Register now
& SILENT/GAMING MODE: OFF Tum on
ast! will display on-screen messages pop-ups/alerts and play sounds as nesded. However, nothing
be displayed if a full-screen application is running Change settings
Urgent: Real-time Shields off n
Your avast! reak-time shields are currently disabled.  For your computer to be properly pratected, all
shields must be running at all times. Tum on
-

10
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From the main summary screen, you can also access the silent/gaming mode
settings. By default, the displayed status is “Off” but on-screen messages will not be
displayed if a full-screen application is running. By clicking on “Change settings”, you
can specify that on-screen messages will never be displayed (Silent Mode “On”) or
you can turn the silent/gaming mode off completely.

The real-time shields are the most important part of the program, as they are working
continuously to prevent your computer from becoming infected. They monitor all of your
computer's activity, checking all programs and files in real-time - i.e. at the moment a
program is started or whenever a file is opened or closed.

Normally, the real-time shields start working automatically whenever your computer is
started. The presence of the orange avast! icon in the bottom-right corner of your computer
screen tells you that the real-time shields are working. Any of the shields can be turned off
at any time, but this is not normally recommended as it may reduce the level of your
protection.

avast! antivirus 5.0 contains the following real-time shields:

- checks any programs at the moment they are started and other files at
the moment they are opened or closed. If anything suspicious is detected, the file system
shield will prevent the program from being started or the file from being opened to prevent
any damage being caused to your computer and data.

- checks incoming and outgoing email messages and will stop any messages
containing a possible virus infection from being accepted or sent.

- protects your computer from viruses while using the internet (browsing,
downloading files etc) and can also block access to specific web pages. If a virus is detected
while downloading a file from the internet, the download will be stopped to prevent the
infection from reaching your computer.

- checks files downloaded using common peer-to-peer (file sharing) programs.
- checks files downloaded by instant messaging or "chat” programs.

- monitors all network activity and blocks any threats that are detected on
the network. It also blocks access to known malicious websites.

- monitors all activity on your computer and detects and blocks any
unusual activity that might indicate the presence of malware. It does this by continuously
monitoring your computer's entry points using special sensors to identify anything
suspicious.

11
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To carry out a manual scan of your computer, select the “Scan computer” tab. This
will open the “Scan Now"” screen as shown below.

Quick scan T
Performs & quick scan of y ster e and
L More details ¥

=g Full system scan
- Start
WAY  Fortorme m viopth scem o e systam horoust but sswer) =
e ¥ More details ¥
Removable media scan
Start
C Scans al remavable media currently attached to the computer. Lo
——y, More detais ¥
Select folder to scan
Start
(@J Ferforms  full scan of & custom folder (ta be selected vwhen starter -
N More detais v

Create Custom Scan

avast! Free Antivirus 5.0 comes with a number of pre-defined scans installed by default.

- this will perform a scan of just your system partition (normally the C:\ drive on
your computer) and will normally be sufficient to detect the majority of malware. By default,
only files with "dangerous" extensions are scanned, e.g. files with extensions such as "exe",
"com"”, "bat" etc. Only those areas at the beginning and at the end of a file, where infections
are normally found, are tested.

- This performs a more detailed scan of all your computer's hard disks.
By default, all files are scanned according to their content, in other words, avast! looks
inside every file to determine what type of file it is and whether it should be scanned. The
whole file is tested, not just those parts of the file at the beginning or at the end where
infections are normally found. This is useful if you suspect you have an infection which was
not detected by the quick scan.

- this will scan any removable media at the moment it is
connected to your computer. It will scan the media to detect potential "auto-run" programs
that may try to launch when the device is connected.

- this option enables you to scan just a specific folder or multiple
folders.

To run one of the pre-defined scans now, just click "Start". Alternatively, by clicking on
“Settings”, you can schedule the scan to be run on a regular basis, or just once at a later
date and time. The other settings screens can be used to further customize the scan, or by
clicking on “Create custom scan” you can create a new scan with all the required settings.

12
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By clicking on the "Create Custom Scan” button, you can define a completely new
scan with its own scan parameters. A new window will open, where you can create a
name for the new scan, specify which parts of your computer and which types of file
should be scanned.

,Ccinuust! Scan Settings x

Scan
Sensitivity Please use the following controls to set the basic parameters of the scan

Packers
Scan
Actions

Performance Scan Name: |[UETET e
Report file Comment: |
Exclusions
Scheduling Scan Areas
Selectthe areas t
All harddisks

(select additional areas) Ll

Add

File Types
| Scan all files

Recognize file types by their
® content ithorough but slow)

O name extension ffast)

By default, the area to be scanned is set as "All hard disks". To select a new area to
be scanned, just open the drop-down menu and select the additional area to be
scanned. To remove an area, click on it once and then click "delete". You can also
specify how avast! should recognize potentially suspicious files that should be
scanned, either by checking the file extension or by checking the actual content:

- if this is checked, avast! will look inside every file to determine what type of file it
is and whether it should be scanned.

- if this is checked, only files with extensions such as "exe", "com", "bat"
etc. will be scanned.

On this page, you can also access the other scan settings, for example, if you want
to schedule a regular scan or a scan to run just once at a specific time. You can also
exclude specific folders or files from being scanned, and define what action should be
taken in the event that a virus is detected e.g. delete the file, or move it
automatically to the virus chest.

You can also create reports of the files that were scanned and any errors that
occurred during the scan. The other settings can be used to adjust the speed and
depth of the scan.

13
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At the end of the scan, if the program has detected a suspicious file, the message
“Threat detected” will be displayed - see below.

D Hewe center | | SETTINGS

SCAN COMPUTER

Quick scan SHOW RESULTS
% scan complete, THREAT DETECTED! Less details &

Scan Now

Run time: 0:04:22
v REAL-TIME SHIELDS Tested files: 15131

Tested falders 1715

.x. MABTENANCE Amount of data tested: 26568
Infected files 1

» Start
WG Futsrsemsnn e oo e o
e More details ¥

Removable media scan » Start

le media currently attached to the computer

=4 More details ¥

y Select folder to scan » Start
Wi N e

Create Custom Scan

To see more information about the suspicious file and the available options, click on
“Show Results”.

You will then see a list of the files which avast! considers suspicious and you will be
able to specify what action to take in respect of each one, e.g. Delete, Move to virus
chest etc. Once you have specified the action to be taken, click “Apply”.

The RECOMMENDED OPTION is to move the file to the . This is a special
quarantine area which can be used to safely store infected or suspicious files until
you decide it is safe to delete it. Files stored here cannot cause damage to your
other files or your computer. Here it can possibly be repaired before moving it back to
its original location.

By default, suspicious files which are detected by the real-time shields are moved to
the virus chest automatically.

You can view the scan results again at any time by going to the “Scan Logs” section
then selecting the scan that you wish to review.

14
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Any antivirus program is only as good as its database of known virus definitions. This
is what the program uses to identify threats to your computer, which is why it is
important to ensure the virus definitions are regularly updated.

By default, avast! is set to update both the engine and virus definitions automatically
whenever a new version is available. To check that the engine and virus definitions
are set to “Automatic update”, click on “Settings” then “Updates”.

In the Maintenance tab, if you click on “Update”, you can check the current version of
both the “Update engine and virus definitions” and the “Program”.

X

?repcaner | R sEmTnes

D

@\ SCAN COMPUTER
°

v REAL-TIME SHIELDS

MAINTENANCE

1001141

1/14/2010 2:41:42 AM
2,083,923
alware samples that

Update

Registration

Virus Chest

About avast!

J Update Program

Current version:  5.0.361

The “engine” is the part of the program that scans your computer for potential
threats based on the virus definitions. The “program” means what you can see - the
user interface which is used to control what the program does.

You can manually update either by clicking on the green arrow. Note that clicking on

“Update Program” automatically updates both the program and the program engine
and virus definitions.

15
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By upgrading to either avast! Pro antivirus or avast! Internet Security, you will be
able to take advantage of a range of additional features:

High performance antivirus
engine \/

Anti-spyware protection

Anti-rootkit protection ‘/

Script shield

Process virtualization (sandbox)

Command-line scanner

ANEANEENER NI NN

Anti-spam filter

Built-in firewall

ANEANIENIENENIENENEN

To upgrade to avast! Pro antivirus or avast! Internet Security could not be easier.
Simply decide whether you want to purchase a license for 1, 2, or 3 years, then go to
our website ( ) where you can purchase your license.

You will then receive an email with an attachment containing your license file. Just
double-click on the attachment to activate your new license and the program will be
upgraded automatically. There's no need to uninstall the current version of your
program - once you have upgraded, you can start using the new version immediately
and you will continue to receive automatic updates so that you remain protected
against the very latest threats.

Alternatively, you can save the license file on your computer (or on a shared device if
you have purchased a multi-license to protect more than one computer) and insert it
manually into the program as described in the section “Getting started”.
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Thank you for choosing avast!
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