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The avast! Business Protection and avast! Business Protection Plus products have been
specifically designed to make the administration of your computer network as simple as
possible. As well as providing protection for all the computers on your network, it also
comes with a central web-based Administration Console that allows you to install avast!
antivirus on all your computers remotely, to centrally manage updates and scheduled
scans, to receive real-time security alerts and reports, and to receive automatic
notifications whenever a new computer is connected to the network.

avast! Business Protection provides protection for all the computers on your network
based on the award-winning avast! Pro Antivirus and avast! Server Edition. avast!
Business Protection Plus provides all the same protection, with the addition of an
antispam filter and silent firewall.

The Administration Console is designed primarily for small networks of up to 200
workstations. It's a simple and easy to use program to help you both deploy and manage
avast! antivirus on your network and so keep your network free of viruses and other
malware. The avast program which is deployed on your network computers is referred to
throughout the rest of this user guide as the “Managed client”.
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The Administration Console is a8 web based system and does not require a server
Operating System. Once installed, you can access it from any computer with an internet
connection.
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avast BP avast BP+

DESKTOP:

Supports the 64-bit platforms of Windows Vista and Windows
7 7 v

Antivirus engine including anti-spyware

(v v
Boot time scanner scans for infections before the operating
system starts and before a virus can be activated & &
Multiple real-time shields continuously monitor your network
for potential infections and suspicious activity & 7
avast! Sandbox allows you to browse the web or run other
applications in a safe “virtual” environment & &

avast! SafeZone - creates a new desktop in which
applications can be run invisibly, ideal for online banking, & 7
shopping etc

avast! CommunitylQ -ensures the most up to date virus

definitions based on the experience of the global avast! & 7
community.

avast! WebRep - provides information on a website’s

reliability based on feedback from the avast! community & &

Wake-up/scheduled scanning allows you to schedule scans to
be run even when the computer is not in use & &

Intelligent Scanner uses a whitelist of safe applications to
reduce the number of files that are scanned. & &

Silent/Gaming mode automatically detects full-screen

applications and disables pop-ups without compromising & 7
security

Green computing: leaves a3 minimal environmental footprint

due to its highly efficient use of resources & &

Antispam and phishing filter to help manage unwanted emails

Silent firewall stops hackers using heuristic and behavioral
analysis. X &
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avast BP avast BP+

SERVER:
Integrated protection for both email and file server: includes
support for clustering (even in active-active mode) and
integrates perfectly with exchange via Microsoft’s own Virus ™ ™
Scanning APIs.
SharePoint Server Plug-in: tightly integrates with SharePoint
2003/2007/2010 servers via Microsoft’s own AV interfaces ™ ™
Low resource requirements: light on system resources

LV v
CENTRAL ADMINISTRATION:
Web-based console displays all current issues and
recommended solutions & &
Easy to navigate interface offers user friendly access to all
program functions & &
Built for simplicity: does not require full network
administrator skills to operate v &
Remote installation and updates saves time and cost of
traditional deployment on individual workstations & &
Auto-discovery of new/unprotected computers whenever
they are connected to the network & W
Ability to remotely schedule and run scanning jobs - jobs
can be scheduled to run at night or whenever computers are & &
not in use.
Real-time alerts are sent immediately to the console when
any infection or suspicious activity is detected & &
Comprehensive reporting allows you to define what is
reported and how often & &
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The following system requirements are recommended in order to install and run avast! Business
Protection (Plus):

Note:

Microsoft Windows XP, Service Pack 3/Windows Vista (any edition, excluding Starter
Edition)/Windows 7 (any edition, 32 or 64 bit, except Starter Edition and Home Basic
Edition), Windows 2003 Server (all editions), Windows 2008/R2 Server (all editions,
excluding Core Installation), Windows SBS 2011.

1 GB RAM

A minimum of 900MB free hard disk space for the initial installation

Internet connection (to download and register the product, for automatic updates of the
Mirror)

Valid SMTP Server within reach of the server

Windows workgroup or active directory network

Internet connection with Silverlight 4 enabled browser e.g. Internet Explorer 6 or above.

Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding
Core Installation), Windows SBS 2011

256 MB RAM (512MB if running Windows server 2008)
200 MB of free hard disk space

Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 or higher (any
edition, 32 or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit)
256 MB RAM

300 MB free hard disk space

Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any
edition, 32 or 64 bit)/Windows 7 (32/64 bit)

256 MB RAM
380 MB free hard disk space

avast! Small Business Console and managed clients are not supported (cannot be installed and
won't run) on DOS, Microsoft Windows 3.x, Microsoft Windows NT 3.x, Microsoft Windows NT
4.0, Microsoft Windows 95, Microsoft Windows 98, Microsoft Windows ME, or any other
operating systems which aren't specified as supported.

In all cases, it is recommended to have the latest Service Pack and a fully updated Operating
System.
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avast! Business Protection (Plus) can be used in trial mode for up to 30 days, during
which time you can familiarize yourself with the basic functions of the administration
console. During the installation process, you will have the option to:

b avast! Administration Console Setup

Product license B - insert alicense, or
Inser ile or request demo license - request a demo lICEﬂS e.
License
(&) Insert licensa fils
| | Browse...
() Request dema license (Requires Internet connection)
[ < Back ” et = ] [ Cancel ]

If you have already purchased a license and saved it on your computer, click Browse to
locate it, click on it to select it and then click “Open”. Your license should now appear in
the box shown on the screen above.

If you want to use the program in demo mode, you will need to be connected to the
internet as the demo license will be automatically downloaded from the avast server
during the installation. You will then be able to familiarize yourself with the layout and
basic functions of the console for a trial period of 30 days, however you will need to
insert a full valid license to continue using the console after the 30 day trial period.
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To manually insert a license after the program is installed, click on the “Administration”
tab in the Console, and then “Subscription”. Click on “Subscription information” which will
reveal your current subscription status. Next click on “Insert license file” and then locate
the license file on your computer. Click on it to select it and then click “Open” and your

license file will be automatically inserted. You can now continue to use the program for
the duration of your license.
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Please review the information relating to your avast! subscription.

()
(92 nerwork SUBSCRIPTION STATUS: In trial mode

Purchase now
J0BS
Your trial period will expire in 14 days.
@ RERORTS Subscription information
Licensed to: DEMO
Customer company:  DEMO

o AOMN Customer number: 993899

Product: avast! Business Protection Client
Settings
Product type: o

Rsiption License count: 200

Mirror Subscription valid til:  6/28/2011 2:3600 AM
User lagin audit trail
Computer login auit trail iesiilicepeels

About avast!

If you have not yet purchased a license file, click on “Purchase now” which will open the
avast website where you can select the type of license you wish to purchase.
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Download the avast! Business Protection (Plus) installation file from www.avast.com and
save it onto your computer, in a location where you will easily be able to locate it, for example on
your Windows Desktop.

Next locate the downloaded setup file Sbc_Setup.exe (depending on your
system preferences, the file extension may be hidden), on your Windows
Desktop, for example.

Now double click on the installation file to run it and you will be guided through the rest
of the installation process to install the program on your computer.

If you are prompted by a User Account Control dialog for permissions, click 'Yes' (or 'Continue’ in
Windows Vista) to begin the installation process.

@ User Account Control [

%) Do youwantto allow the following program to make

&/ changes to this computer?

k— Program name:  awvast! Antivirus
i Verified publisher: ALWIL Software
File origin: Hard drive on this computer
':Ef::' Show details [ Yes D\F] ’ ho

Change when these notifications appear

Before the installation starts you can select your preferred language:

0 avast! Administration Console Setup

Please select a language:

[English (United States)

A quick check will now be done to identify whether there are any other requirements
before the program can be installed.


http://www.avast.com/
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If any requirements are identified, the following screen will then be displayed:

o avast! Administration Console Setup @

The setup has determined that some of the
prereguisites needed to run this program are
rnigsing. This wizard will assist you in getting and
installing those prereguisites. Click Next to
continue to the list of prerequisites

Click Finist at any tirne to completely skip the
installation of prerequisites and jurnp to the
installation of the main program. Click Cancelto
cancel the installation and exit the Setup Wizard.

Cancel

Just click “Next” to proceed and you will then see a list of the pre-requisites which need
to be satisfied before the program can be installed.

b’ avast! Administration Console Setup

Prerequisites

These programs are needed for the application to run, Click on the check bosx o CII./'CISt!-
next to a prerequisite ta select it For install or to skip it.

Marne Version Actian

Internet Information Services Required: any. Found: nothing. Install

Windows Installer for Windows XP... Required: 4.5 or higher. Found: ... Download

[] windows Imaging Component %66 Required: any, Found: 6,0.6001..,  Skip

.MET Framework 4.0 Required: any. Found: nothing. Download

Silwerlight Required: 4.0 or higher. Found: ... Download
Download Folder: | CDOCUMER LADMINI~11LOCALS~11Temp) | [ Browse. ..

Press the Mext button to download the prerequisites,

Click “Next” again and you will then be guided through the installation of the pre-
requisites.

10
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Once the pre-requisites are installed, or if no pre-requisites are identified, you will see the
initial screen of the SBC Setup Wizard.

© avast! Administration Console Setup @

The Setup Wizard will install avast! Administration Console
version 1.0,794 on your computer. Click "Mext" to continue
or "Cancel" to exit the Setup Wizard.

[ Next > I [ Cancel I

You now need to confirm that you have read and accept the terms of the license
agreement by clicking the appropriate button and then click “Next” to proceed.

0 avast! Administration Console Setup E|

End-User License Agreement

- : of auvasty
Flease read the following license agreement carefully 9“-*}] st

AVAST END USER LICENSE AGREEMENT lad
(FOR BUSINESS)

FPLEASE READ THE TERMS AMD COMDITIONS OF THIS LICEMNSE
AGREEMENT ([ AGREEMENT") CAREFULLY BEFORE USING THE
SOFTWARE (AS DEFINED BELOW). THIS IS A LEGALLY BINDING

COMTEACT AETWEER %01 AMD AUACT SOFTWARE a e & COMBARY e
(#) T accept the terms in the License Agreement

() Ido nat accept the terms in the License Agreement

[ < Back ][ Mext = ] [ Cancel

11
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You will now be invited to insert a valid license file. Unless you want to use the program
first in demo mode, it is recommended to provide a license file immediately.

Alternatively, you can request a demo license, which will allow you to use the program in
demo mode for 30 days. However you will need to insert a full valid license to continue
using the program after the trial period. To request a demo license, you will need to be
connected to the internet as the demo license will be automatically downloaded from the
avast server during the installation.

b avast! Administration Console Setup

Product license

Insert license file or request demo license

License
(&) Insert licensa fils
| | Browse...
() Request dema license (Requires Internet connection)
[ < Back I[ et = ] [ Cancel ]

You can now select the type of installation. The recommended installation type is
“Recommended” unless you are an experienced system administrator and want to e.g.
specify a folder other than the default folder for storing the installation files or use your
own MS SQL Database. For custom installations, please refer to the Administrator’s
Guide to the Administration Console.

¢ avast! Administration Console Setup @

Choose Setup Type -
,@ovnst!

Choose the setup type that best suits your needs

Rec ded

@ Installs with the most common program settings. Recommended
for most users.

Expert

&
g g Allows users to customize all settings. Recommended for
advanced users,

[ < Back ][ Next > ] [ Cancel ]

12
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On the next screen, you should enter the details of your email settings. This is necessary
if you want to be able to send emails from the Administration Console for example if you
want to use the option to deploy the avast client remotely by email (see later in this
guide)

b0 awvast! Administration Console Setup

Email Configuration
ettings for email configuration

Administrator's E-mail: | administrator@server,com |
SMTR Server Address: | SMEp.Server,com |
SMTP Server Port: | 25 |
From address: | malaccountname@seryer, com |

Use Authentication

Username: | railaccountname@server . com |
Password: | [ — |
[] use 551
< Back ” Mext = ] [ Cancel

Finally, you will be asked for a password which you will need to enter later when logging
on to the Administration Console, so make sure it is a password that you will be able to
remember!

b0 awvast! Administration Console Setup

Console Configuration

1s0le Details

Enter a password which the "admin” user should use ko log in to the console,

Username: | |

Passward: | [— |

Confirm password: | sssssssses |

Create desktop shortcut bo open the console in your web browser

< Back ” ext = ] [ Cancel
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You will now see a final screen before the installation begins. To review all the initial
setup details and to check everything is correct, just click on Summary. You can use the
“Back” button to go back and make any changes and when you are ready just click
“Install”

0 avast! Administration Console Setup @
Ready to Install : ? "
The Setup Wizard is ready to begin the installation ’%]VDSL
Click "Install" to begin the installation. To review your settings, click "Summary”, If you
want to change any of your installation settings, click "Back”, Click "Cancel" to exit the
wizard.
[ < Back " Install ] [ Cancel ]

When the installation is complete, a new box will appear with a link, which you can click
to open the Administration Console in your computer’s web browser.

A shortcut will also be installed on your desktop which you can use in
future to launch the console on the same computer.

14
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You can open the console via the shortcut installed on your desktop or by clicking the
“Start” button in the bottom left corner of your computer screen and selecting “avast
Administration Console” from the list of programs installed on your computer. You can
also access the console from any other computer with an internet connection by simply
copying or typing the location into the computer’'s web browser.

Then, just enter the user name T

“Admin” and the password which L C X [0 e S
you provided during the installation e
process.

,t:invnst! Login

Waiting For win2k3

)
®

When you open the Business
Protection Console for the first
time, you will first see the system
“Dashboard” and the initial setup ST
wizard:

;nfénvnsn Init

>

«V Protect my network now, start wizard

The Initial setup wizard will help you to deploy the avast! client on the computers in your
network. The wizard works in a network with a windows domain controller, as well as in a
network with computers in a workgroup.

Click on “Protect my network now, start wizard” to start the wizard or “Cancel” if you
want to deploy the clients manually.

15
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You can now see any computers that have automatically been detected. Select those
that you want to be managed by the avast! Administration Console.

. "
lcxnl/nst! Initial setup wizard

Choose the computers that you want to be managed by the avast! Business Protection console.
) All computers (2582)

(® Custom selection

Search: | PERF Q| Filtered: 2398
S PERFO018
PERFO021  perf0021

PERFO018 p

PERFO020 p
PERFO022 p
PERFO023 1
PERFO024 1
PERFO025 p

PERFO026 1
PERFO027 1

PERFO028 1
PERFO028 1

PERFO030 p

Add computer

Note: If any of your network computers are not listed, they can be added by clicking on
“Add computer”. The avast! client will not be deployed on any computers that are not
listed on this screen.

When you click “Next” the next steps will be depend on whether your computers are
networked as a workgroup or a domain.

d avast!’  setupWizard

Please choose how do you want to deploy avast! clients over your network.

L]
=
— [ Installed by administrator
~ =

—

d

— | [Installed by user

>

i

In @ workgroup you can choose whether the avast clients will be installed manually on all
computers by one person (the administrator) or whether the individual computer users
will receive an email with a link to the installation package. In both cases running the
installation package will install the avast! client which will then connect to the avast!
Administration Console automatically.

16
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If you select the option to have the clients “Installed by administrator” you will see the
following screen:

3 x
‘to((\llnst! Initial setup wizard

Installation packages are available at:

This link always contains the most recent installation packages. You can save this link for future deployment or you
can find it later on the Admin — Settings — Setup page.

You can download the package and install avast! on the managed computers. You can find more information about
installing the avast! clients in the Quick start guide.

Back Finish Cancel

You can download the installation package by clicking on the link.

[ " x
(elavast! Initial setup wizard

You've successfully configured the avast! Business Protection server.
You need to install the avast! client on the specified computers before they can be managed by the avast! Business.

Protection console.

Now you can start using the avast! Administration Console. You can use the Help center to find out more about using
the console and managing your network.

Close

The installation file then needs to be run on each computer in the workgroup to install
the client. You can either save the file on an external medium e.g. a flash drive and run it

on each computer from there, or download the file on each computer by copying the link
into its web browser.

As soon as the avast! client is installed on a networked computer, it will start to
communicate immediately with the console.

17
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Alternatively, you can create an email to the individual computer users on the network,
which will include a link to the installation package.

- %
21 avast! SetupWizard

Specify one or more email recipients that will install avast!. Each recipient will receive an email with instructions
how to install avast! client.

Recipients

ferda.mravenec@avast.com| SBC260

Email message preview

Hello! =
Your network administrator has sent you this email to let you know that you need to install avast! on your U
computer to ensure it is protected against viruses and other threats. Just click the link below and the

installation will begin!

Each user will then need to download the installation package and run it on their
computer to install the avast! client.

21 avast!’ setupwizard

‘

You've successfully configured avast! Business Protection server.
Email will be sent to the recipients specified. When user finishes installation of avast! client, it will be managed by

avast! Business Protection server.

Now you can start using avast! Administration Console. You can show Help center that provide you guided tour around
the console usage.

m

As soon as the avast! client is installed on a networked computer, it will start to
communicate immediately with the console.
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You need to enter a valid domain administrator username and password.
Example: username MYDOMAIN\administrator, password: ****xxxx

: *
,t:xnvnst! Tnital setup wizard

For unattended deployment, you must provide valid credentials to log on to the deployed computers.
The user must have administrator and "Log on as a Senvice” rights. Ensure that the Windows Firewall and Simple File
Sharing are disabled in Windows XP and Windows 2002 computers.
Domain: diinfo -
Reboot client computer after installation | Auto decide  +
User credentials
You must provide user credentialstc . computers

Username:

Password:

Then click on Finish to proceed with the installation. The deployment of the avast! clients

will then start automatically and you will see the following screen confirming that the
deployment is in progress:

3 3
(elavast!’ Initial setup wizard

You've successfully configured the avast! Business Protection server.
The unattended deployment job has just started, you can see the progress on the Jobs page. Once completed, the

result can be viewed on the Job History page
<!

Now you can start using the avast! Administration Console. You can use the Help center to find out more about using
the console and managing your network.

Close

You can check the progress of the installation on the Jobs screen of the Administration
Console and once completed, you can see the result on the Job History screen.
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Once the initial setup is complete, the main summary page will appear.

2 Hewp center [ 1oGouT

@ SUMMARY

Dashboard
us avast! components. Please use the

((9) nerwork =
or: [FieSystemShie + | Time period: [ Today

status
File System Shield - Today
- |

I
@ REPORTS
60—
(JF ADMIN

1050 AM 11:10 AM 11:30 AM 1150 AM 12:10PM
B3 unsecured 11:00 AM 1120 AM 11:40 AM 1200 PM
Scanned items WInfected items

VIRUS DEFINITIONS STATUS SYSTEM MESSAGES
Version & Age 2 Date v Subject

1106131 11:37:11.5524787 4 €D ' §/14/201112:0229PM Deployment succeeded o |-
I, # 6/14/20117:00:00 AM  Trial license active. Jad u

€D 6/14/2011 124905 AM  No computers found v a
«f Markall as read

The dashboard shows information about the current status of the network and is divided
into four main parts:

Here you can see a circular chart, which may be divided into different colored segments
representing the current status of all the computers that the Console has detected. The

meaning of each of the colors is later in the section “Deploying avast! on your Network”.
Initially, until avast! is deployed on the network, this will be completely grey.

This information helps you to maintain the maximum possible virus protection, by
showing you the virus database version, date and number of computers that have this
VPS installed. This will help you to ensure that you always have the most up to date
virus definition and that you are protected from the latest threats.

This section displays statistics for each of various avast! components. By clicking on the
drop-down menu, you can select the required component. Statistics can be displayed for
a single component and a specific period of time. Currently the statistics chart allows you
to view the number of scanned items and the number of infected items.

This section shows all important system messages related to the Administration console
and clients e.qg. if your license will expire soon, a deployment job failed, a new computer
has been detected, any connection problems with specific computers etc.

20



avast! Business Protection (Plus) — Quick Start Guide

In the “Network” tab, you can see all of the computers that have automatically been
detected.

2 Hewp cenTer [# Logour

Tk 158 ©

Sort by Status Name DNS hostname Description Version Progy L 3 Quick search: (enter nome or DNS hostname)

Defaultgroup (2)  Servers (2)  Workstations (5)  Unmanaged computers (1572)

Workstations
827 8277 8278 WINXP-SP2-Z  SBC243

Create new computer  Create new group.

All computers that have been discovered automatically are initially allocated to the same
“Default group”.

W% 44 The network screen ensbles you to access the details of all the computers that are visible or known to the avast! sdministration console.

AL 2) mETwoRK

Filter

B e Sortby Stetus Neme DNS hostname Description Version Program version Last communication Last communication IP

Grid view Default group (8] Workststions (11)  Servers (2)  Unmanaged computers (32)

o i Default group  Defsuit settings for remote svast! clents.

@ o (] H H H B H
| J | | | J | | | J | J | J | J

a _— SBCW7001  SBC221 SBC223 sBc1ss sBC177 sBca7s SBC180 sacist
sBC191 sBC195 SBC196 sBC199 SBC200 sBC201 sBC202 sBC203
SBC226 sBc227 SBC228 sec231 SBC232 sBC233 SBC234 sBC235

Any detected computers on which the avast! client has not yet been installed will be
displayed as grey icons, meaning that they have been detected but have not yet
communicated with the console.

Connected computers will only be able to communicate with the console after the
managed client has been deployed on them. They should then appear as green, which
indicates that avast is installed and is running normally. See the next section, “Deploying
avast! on your Network”.

21
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To add a computer that has not been automatically discovered, just click on “Create new
computer”, enter the name of the computer and a description, and then select the group
to which it should be assigned.

If you need to check the computer name, click on the “Start” button in the bottom left
corner of the computer screen, then right-click on “Computer”, then click “Properties”.
You will find the computer name in the new window that opens.

New groups can be created for the purpose of creating special group settings and group
jobs. For example, separate groups can be created for servers, or different groups of
workstations with different security levels e.qg. different combinations of active/inactive
shields. Just click “Create new group” in the bottom right corner and then enter a name
for the new group and a description.

You can then manually edit all the settings for the new group, by clicking on the pencil
icon in the top right corner, or you can copy the settings from an existing group and edit
them later as required.

Computers can be moved from one group to another and if a computer is moved to a
new group, the avast settings for that computer will be updated immediately based on
the settings for the new group.

This section describes how to deploy avast on your network if it was not deployed by the
initial setup wizard, or if you have subsequently added more computers to your network
on which the avast! client also needs to be installed.

Once all computers have been discovered or manually added, allocated to the required
groups, and the settings edited as required, the avast managed clients can be deployed
remotely via the avast! Administration Console.

Notes:

e Any existing version of avast! which is already installed on a network computer
will not be able to communicate with the console and if detected initially, will only
ever appear as a grey icon.

e Therefore, when the deployment job is run, if any version of avast! is already
installed on any computer, it will be automatically uninstalled and replaced with
the new managed client, which will then be able to communicate with the console.

e When an avast client is deployed, it will be deployed with all the settings
according to the group to which it is allocated in the Administration Console.

Computers can still be moved to a different group after the managed client has
been deployed and the settings will be updated immediately based on the
settings of the new group.

22
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B Windows Firewall Settings =

General | Exceptions | Advanced |

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the frewal.

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking 3 program?

To enable an exception, select its check box:

Program or port
[JBITS Peercaching

O Connect to a Network Projector
Core Networking

O Distributed Transaction Coordinator
File and Printer Sharing ’ o
File Transfer Program

InteliAdmin Remote Control Agent
Oiscst service

[OMedia Center Extenders

[ Network Discovery
[OPerformance Logs and Alerts
ORemote Administration

MV namnin Ansintancn

.

[addprogram... | [ addport... | [ Properties | [  pelete

[¥] Notify me when Windows Firewall blocks a new program

In Windows XP or Windows Vista, open the
computer’s control panel and from there
open the “Security” section. Next go to the
“Windows Firewall” settings and select the
“Exceptions” tab. Now you just need to
make sure that the “File and printer
sharing” box is checked.

In Windows 7, open the
control panel and then click
“Network and Internet”.
Next open the “Network
and Sharing Center” and
from there click on “change
advanced sharing settings”.

Now you just need to open
the settings for your
network and select “Turn
on file and printer sharing”.

@Qv\m&« Network and Sharing Center » Advanced sharing settings [ 42][ searc

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Home or Work (current profile) ()

I

Network discovery

When netwark discovery s on, this computer can see other netwark computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discavery
© Tum off network discovery
File and printer sharing

When file and printer sharing is on, files and printersthat you have shared from this computer can
be accessed by people on the network,
@ Turn on file and printer sharing
) Tum off file and printer sharing
Public folder sharing
When Public folder sharing is on, people on the network, including homegroup members, ean
access files in the Public folders. What are the Public folders?

® Tum on sharing se anyene with network access can read and write files in the Public folders
©) Tum off Public folder sharing (people logged on to this computer can still access these
folders) -

If the computers are part of a “windows domain”, this can be done for all computers
through the server, otherwise it will need to be done manually on each computer.
However, in a network where information is already being shared between computers, it
is most likely that this function is already turned on.

23



avast! Business Protection (Plus) — Quick Start Guide

To deploy the avast client remotely on the network computers, go to the Jobs screen,
click on “Create new job”.

e SUMMARY

(ff\ NETWORK

o menitor their prog
Filter

Clean unused database entries
9 This job will look through y e
system will run a little

L i
Computer discove|
p ry

PN i oystem scan
Quick scan

I Remove unused server logs
&= This job is used to remove old server logs.
F: ] s it

-]

Update server definitions

age ws you when individual jobs are scheduled on the server and on w

s that are not
alter this job in a

B8 1his job will automatically discover all computers on your network

p= § Performs an in-depth scan of the system (thorough but slower).

® parforms a quick scan of your computer's system volume and op

This will automatically contact the avast! internat servers and get updated program and virus definitions.

2 HELP CENTER [# LOGOUT

orkstations. If some of these are running, you will

Total: 6

J» Run now
nymore. These items may be deleted, so your

More details v

4> Run now
More details v
J» Run now
More details v
» Run now
arating memory. ;
More details v
J Run now

More details v

» Run now

More details v | -

Create new job

Description

Details

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Target Job type Deployment -

Job selection | Unattended deployment v

Performs unattended deployment of avast! on specified computers.
Domain: springfieldiinfs M
[ Force reinstall {existing)

Reboot client computer after installation

User credentials
You must provide user credentials to log onte deployed computers.

Username:

Password:

Goto the "Target" tab if you want to specify computers and groups on which avast! should be deployed,

In the “Description” box, enter 3 name

and a description for the new job.

Next, in the “Details” box, select “Type
of job” = “Deployment” and “Job
selection” = “Unattended deployment”,
then enter the username and password
for the specific computer. If the useris a
domain user, don’t forget to include the
domain name e.g. domain\user.

If the computers on which you want to deploy avast client are in a “windows domain”,
you just need to provide the administrator level username and password, then in the
“Target” section select “All computers” to deploy avast on all computers in the domain, or
select the specific computers on which avast should be deployed.

If any computers are not part of a “domain”, you will need to install avast separately on
each computer, by creating a separate job for each installation and providing the specific
username and password for that computer.
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Next, in the “Target” section for the
specific job, select the computer or
group of computers on which the avast
client is to be deployed.

Note that if any version of avast is
already installed on a computer, this will
be replaced with the new managed
client when the deployment job is run.

You can then run the job immediately by
returning to the main screen and clicking
on the green arrow, or you can schedule
a time for the job to be run later.

. x
,l:invnst! Create a new job

Description
Details

Schedule Select the computers or group of computers on which the job should be run according to the specified schedule.
pr— Target (O All computers

) Group selection

® Computer selection

Search: | SBC ©| Filterea: 93

H

SBC1SS s
SECIST <
SBC1S9 s
SBC16L <
SEC162 <
SBC164 sl
SBC166 <
SEC167 <
SBC169 s
SBC170 <
SECI7L <
SBC177 s
SBC178 <
SEC180 <
SBC18L s
secie3 <
SEC184 <
SBC1E7 s
SBC189 <
SRr1an o

SBC156  sbelS6springfieldinfo

,lxxnvust!" Create anew job

Description

Details

Schedule The controls on this page enable you to schedule a job to be started automatically.
Job scheduler:

Target

Schedule | Once  ~

Schedule:

Launch time: | 0% | 0

Duration: 1% hour(s) minute(s)

This tells you how long the Administration Console will wait for a response from the target computer. A
job will be run ifa response is received within this time. If any job has not been completed within the
specified time, a warning will be displayed in the system messages.

Lounch date:  [12/20/2011

save || Cancel
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Alternatively, you can send an email (with a link to the avast installation package) to each
user who then installs avast on his own computer. In the “Jobs” section, click on “Create

New Job”, provide a job name/description, then in “Type of job”, select “Deployment” and
in “Job Selection”, select “Email deployment”.

. x
Ic{nunstl Create a new job

Description

Details

Schedule | Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Deployment

Job selection | Email deployment

Deployment type requiring the users to click on a link in an email to install avast! manually
Language: | English

Email will be sent to the following recipients:

Add  Add from users

Please provide user email addresses for computers on which avast! should be deployed

Cancel

Enter each email address to which the link should be sent, or, to select the email
addresses from a list of current users, just click “Add from users” at the bottom of the
screen. You can then run the job immediately or schedule when the email should be sent.

Running the job will result in an email being created automatically which will contain a link
to download the avast installation file. The email will be sent to each of the selected
users for whom an email address was provided in the previous step.

The computer user then only needs to click on the link to start the download and run the
installation.
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As soon as the avast! client is installed on a networked computer, either remotely or by
email, it will start to communicate immediately with the console, and in the Network tab
it will now be shown in a different color, indicating that communication is now active.

,zcxnvmst!ﬁEl_“f] ECTION PLUS

2 HeLe center [# LoGouT

o SUMMARY

W90 The network screen enables you to access the details of all the computers that are visible or known to the avast! administration cansole.
REERNEIWORK Filter Totsl: 1581

B Sortby Status Name DNS hostname Description Version Program version Last communication Last communication IP 7 Quick search: | (enter name or DS hostname)

Grid viey Default group (2)  Servers (2)  Workstations ()  Unmanaged computers (1572)

view
o e Workstations

@nsmm “ “ “ | ¢ | \mw

SBC273 5BC277 5BC278 WINXP-SP2-CZ  SBC243
Q ADMIN

aroup! S\ Edit group settings il Remove group

Create new computer  Greate new group

The colors represent the status of the computer:

A green icon means everything is up to date and running as it should be.

A yellow icon means you are not fully protected, for example, if the
program or your virus definitions are not up to date, or if one or more of
your shields is currently turned off.

A red icon indicates you are currently not protected at all, most likely
because all of the shields have been turned off.

This icon indicates that the computer has been detected but has never
communicated with the Administration console, for example, if the avast
client has not been installed.

€D This icon indicates that the computer hasn't communicated with the
Administration console recently (the default value is 30 seconds). This
doesn't necessarily mean anything bad. e.g. computers that are turned off
will have this icon.
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After all computers are connected and the avast! clients have been installed, create any
special jobs that you want to run on a regular basis. A number of pre-defined jobs are
provided by default, but these can be edited as required, for example it is necessary to
specify the “Target” computers before running any job.

To create a new job, just click “Create new job” in the “Jobs” section, enter a name and
description, then in the “Details” section enter the “Type of job” and “Job selection”.

_aninunst!' Create a new job

Description
oetails
Schedule Select the type of task that should be performed. Related tasks are grouped into families to n Jection fa
Power Options | Typeoftask | Scan -
Target Task selection [ Scan computer -
Scan plugin description
Scan
Sensitiity
packers the basic parameter
Actions
Performance
s Al harddisks <] delete
s .
Add
File Types
(| scan all files
Recognize file types by their:
(® content (thorough but slow)
name extension (fast)

,@znunsl!' Create a new job

Description

Details

Schedule Select the type of job. Related jobs are grouped inta families to make the selection faster.
Target Job type Scan -

Job selection | Scan computer M

Performs a scan on the dient computers.

Scan
Sensitivity

Use the following controls to specify what actions to take when a virus, 2 potentially unwanted program or
Packers asus e is detected.
Actions [ Automatically apply actions during scan (check this box to select an action)
Performance

Virus PUP  Suspicious
Exclusions -
Select action to be performed when a virus is found
Expert settings
Mave to Chest -
OPTIONS

[T necessary, perform the selected action at the next system restart

Processing of infected archives:
(®) Try to remave only the packed file from the archive: if it fails, do nothing
©) Try to remave only the packed file; if it fails, remove the whole containing archive

© Always remove the whole archive

The various parameters associated with
creating a new scanning job are exactly
the same as those in the non-managed

avast! Pro Antivirus and avast! Internet
Security.

For example, on the Actions page, you
can specify that any infected files that
are detected should be moved
automatically to the virus chest.

Full details describing all of the various settings can be found in the Administrator’s

Guide to the avast! Administration Console.
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Create a new job

Description
Details
Schedule

Target

Deseription

Details
Schedule

Target

The controls an this page enable you to schedule a job to be started automatically.
Job scheduler:
Schedule [ Once  ~
() Do not start the job if running on batteries
| Pause the job if batteries made begins

] Wake up the system to start the scan (if in sleep mode)

(] Shut down the system after the scan finishes
Schedule:

Launch time:

Duration: & hourts) | 0% minute(s)

This tells you how long the Administration Console will wat for a response from the target computer. A
job will be run if  response is received within this time. If any job has not been completed within the
specified time, a warning wil be displayed in the system messages.

Launchdater  (12/20/2011

Create a new job

Select the computers or group f computers on which the job should be run according to the specified schedule,
Target () All computers
O Group selection

(® Computer selection

Search: | SBC © Filtered: 95
SBC155
SBCIS6
SBCIST
sBCi61
et
sacie7
SBC169
SBCL70
SBCITL
s8c177
$8C180
sBCist
sacies
SBC184
SBC18T
SBC189
$8C190
sacio1
s8C195
sarion

E SBC159
SBC162
SBC166
sBc178

ingfieldinfo
ingfieldinfo

ingfieldinfo

ingfieldinfo

You can also set a scheduled time for
the job to be run..

and if appropriate, define the target
computers on which the job should be
run.
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In the “Reports” section, you can generate specific reports and you can also access the
various logs created by the computers on the network.

Regular reports about the status of the networked computers can also be scheduled to
be created automatically and sent by email to specific recipients — Click on “Create new
job” then in the “Details” section, select “Type of job” = “Maintenance” and “Job
selection” = “Reports”. You can then select the report to be created and enter the email
addresses of the people to who the reports should be sent. To select the email
addresses from a list of current users, just click “Add from users” at the bottom of the

screen.

2 %
,t:{n vast! Create anew job

Description
Details
Schedule | Select the type of job. Related jobs are grouped into families to make the selection faster.

Job type Reports -

Job selection  {Repe

This job generates a report. You can specify if the report should be published on the web or sent by email to a list of recipients.

Reports: [ Top 10 Viruses
[7] Network Computers - Simple Gverview
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| ) Network Computers - Virus Definitions Version

| Network Computers - avast! version
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|
[] Computers infected in last 7 days

| Computers infected in last 24 hours

Reportformat: | pdf +
Language: English -

[fSave to report archive
Email recipients:

Remaove

Add  Add from users

The Mirror, which was installed automatically during the installation, automatically
receives updates from the avast! server and distributes them automatically to all the
managed clients on your network to ensure they are always completely up to date.

The great advantage of using the Mirror to distribute updates in this way is that the
updates need to be downloaded only once from the avast Update server, thus saving you
valuable bandwidth.

Although the mirror is updated automatically, you can also manually update it to make
sure that you have the very latest copy of the update server at any given moment. To
ensure you have the very latest updates and virus definitions, just run the job “Update
Server Definitions” on the “Jobs” screen.
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Thank you for choosing avast!
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